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Top 5 To-Do's
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Audit Local Downloads for Unencrypted Files
Clear student roster exports, evaluation reports, and spreadsheets sitting unprotected on local
desktops, downloads folders, or flash drives. Ed Law 2-d requires protection at rest, not just in transit.

Brief Staff on Digital Footprints
Work emails, chat logs, and ticket systems are official records. They are subject to public disclosure,
data requests, and LGS-1retention requirements. “Deleted” does not mean “eligible for disposition.”

Create a Fast-Track App Approval Process
Give teachers a simple intake form for app and Al tool requests. Shadow EdTech is a breach vector.
Make the right path the easy path.

Trigger Deletion Requests for Cancelled Software
Identify platforms the district stopped paying for. Formally request student data purges. Confirm LGS-1
disposition eligibility for those record types first.

Run a 30-Minute Executive Tabletop

Schedule a mock-breach scenario with your Superintendent, IT Director, Legal Counsel, and PR lead.
Build it around the 10-calendar-day notification clock. That timer starts the moment anyone in the
district learns of an incident.
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