Virtru for Microsoft Exchange & Outlook
Protect Email Beyond Your Perimeter
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RESPECT THE DATA

Enable mission-critical collaboration without compromising security. The Virtru Data Security Platform

protects your email messages whether they remain local, travel within your domain, or move to external
destinations. This protection remains bound to your data wherever it travels, maintaining control

throughout its lifecycle. By applying Zero Trust principles to email workflows, Virtru enables the secure
collaboration needed to accelerate mission outcomes.

Seamless Protection Across Email Workflows

&  Virtru for Microsoft Outlook

User-Friendly Security Interface

Apply protection directly
within Outlook with an intuitive
classification system that
integrates with your existing
tagging frameworks.

Real-Time Protection Guidance

Provides immediate security
feedback as users compose
emails, creating awareness
without disrupting workflows.

ﬂ Virtru for Microsoft Exchange

Server-Level Enforcement

Ensures consistent protection
even when emails are sent offline,
closing critical security gaps.

Comprehensive Policy Control

Applies granular access controls
organization-wide, regardless of
how or where email is sent within
your environment.

@ Virtru Data Protection Gateway

Policy Enforcement at the Edge

Enforce policies for email crossing
organizational boundaries without
requiring recipients to install
additional software.
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Ensure Consistent Protection

Secure external communications by
enforcing policies based on content
sensitivity, data classifications, and
recipient domains.

Leverage Existing Tagging Systems

Enforce access control using your
existing marking tools or add pre-
defined classifications to emails
using an intuitive interface to align
with organizational security policies.

Automated Protection Rules

Apply security based on predefined
criteria such as sender/recipient
domains and data classification
tags.

Enable Seamless Collaboration

Confidently share sensitive
information with external partners
without sacrificing security.
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Confidently share sensitive emails both internally and
externally with a comprehensive suite of data-centric
security solutions.

Data-Centric Security Protects Mission-Critical Communications

« Internal Communications: Outlook provides the « Maximize Existing Classification Investments:
user interface while Exchange ensures consistent Integrate with your current data classification tools
policy enforcement for all internal emails. and IAM systems to automatically adjust policy

enforcement when attributes change, enhancing

« External Communications: The Virtru Data security without duplicating efforts.

Protection Gateway adds specialized protection as

messages leave your domain, maintaining security » Federal Standards Compliance: Built on the open
across organizational boundaries. Trusted Data Format (TDF) standard with support
for ZTDF and IC-TDF—recognized by ODNI, DOD/
NATO (ACP 240), and the broader national security
community.

« Always-0n Protection: Security follows your data
throughout its lifecycle, regardless of connectivity
challenges or user behavior.

« Enforce Granular Access Controls: Leverage
Attribute Based Access Controls (ABAC) to grant or
restrict access based onroles, departments, and
data classifiers—delivering precise protection for
sensitive email content.

To learn more about how Virtru can help you implement
< v ) yirrru Zero Trust, data-centric security within your organization, visit:

virtru.com/virtru-for-microsoft-email
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